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Sent:

From: Tony Ringhoffer <tony.ringhoffer@flocksafety.com
To: "Wendy Stratton" , "Edward"

Cc:

Bcc:

Importance: Normal

Subject: More Flock info....

Attachments: Flock Safety Security Claims and Facts.pdf

There were some questions going around about a website and being "flocked"... Here is our
official response. Please note the attachment in this email called "Flock Safety Security
Claims and Facts" which also contains very helpful information:

Thank you for bringing this to our attention. We understand the seriousness of your concern
and the potential impact that public exposure of law enforcement search activity could have on
investigations, officer safety, and compliance with state law. Flock Safety does not publicly
release agency search data. Flock does not operate or support any public-facing searchable
database of law enforcement lookups, and we do not provide license plate search histories to
websites or third parties without the agency’s knowledge and authorization. Data collected by
Flock devices is owned and controlled by the agency that collected it, and agencies retain full
authority over whether and with whom that data is shared.

Regarding the website you referenced, we are aware of its existence. Based on publicly
available reporting, sites of this kind appear to rely on information that has already been
disclosed through public-records processes or other public releases, rather than through any
feed or disclosure by Flock. We recognize that agencies must comply with local and state-
specific rules governing access, sharing, and disclosure of LPR data. Flock has been
implementing additional safeguards, and we recommend re-evaluating your data sharing
relationships.



Tony Ringhoffer (in)  Jo]

Customer Success Manager

[J (470) 936-9204 [+ flocksafety.com

Book Time with Me


tel:(470)936-9204
https://flocksafety.com/?utm_campaign=EmailSignature&utm_source=BookingLinkSignature&utm_medium=Wisestamp
https://www.getclockwise.com/c/tony-ringhoffer-flocksafety-com/quick-meeting
https://www.linkedin.com/company/flock-safety
https://www.facebook.com/flocksafety
https://www.youtube.com/c/FlockSafety


' Flock Safety

CLAIM

Flock has inadequate security standards.

FACT

Flock Is relentlessly focused on data
Integrity and security, and secures
data in accordance with the highest
Industry requirements. This includes
strict encryption standards that use a
256-bit key to convert plain text into
cipher — virtually impenetrable to
brute-force attacks. Flock adheres to
the following security frameworks and
certifications, amongst others:

. |SO 27001 compliance certification
(an international framework for IT
security)

.+ SOC 2 Type |l, assessed by an audit
that assesses an organization's
controls over its data and system

+ NIST 800-53, an information
security standard defined by the
National Institute of Standards and
Technology (NIST)

» Secure By Design principles
program authored by the
Cybersecurity and Infrastructure
Security Agency (CISA)

Security Claims & Facts

CLAIM

Flock has been hacked.

FACT

Flock’s platform has never been
hacked. A recent Youlube video claims
"80,000 cameras” have been hacked.
This Is false. The Youluber in question
gained limited access to one older
generation camera that had never been
connected to our system and had
never received a security update, which
we push out frequently. Flock cameras
are not connected to each other:
access to one does not provide access
to any others. No access to Flock's
cloud environment is possible via a
camera. All customer data collected by
Flock devices Is encrypted at rest, in
transit, and while stored in the cloud.
Flock's cloud storage has never been
compromised.
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' Flock Safety

CLAIM

It Is possible to hack into Flock's cloud
database from a Flock camera.

FACT

It Is not possible to hack into Flock's
cloud database from a Flock camera.
Alleged vulnerabilities circulating on the
Internet have no effect on our cloud
platform, where evidence and metadata
Is stored. Images sent to the cloud are
fully encrypted in transit.

CLAIM

Flock does not require Multi-Factor
Authentication for customers.

FACT

In November 2024, Flock made Multi-
Factor Authentication (MFA) the
default for all users, supported
through common providers including
Okta and Google Authenticator. For
Single Sign-0On (SSO), Flock supports
multiple authentication methods
including SAML, OIDC, and Azure-
specific SSO. Following the decision to
make MFA default, Flock proactively
conducted outreach to thousands of
law enforcement agencies to help
them enable MFA, and the vast
majority of Flock's law enforcement
customers now use either MFA or SSO.

flocksafety.com

CLAIM

Flock does not update our hardware or
mitigate identified vulnerabilities in our
hardware system.

FACT

Flock publicly discloses identified
vulnerabilities on a regular basis to the
public vulnerablility database
maintained by MITRE, most recently in
May 2025. Vulnerability identification
and remediation Is an ongoing process.

CLAIM

Foreign adversaries have access to the
Flock system.

FACT

There Is zero evidence that foreignh actors
have or have had any access whatsoever to
Flock's system or cloud platform.






