2/16/2021 6:38:29 PM

Sent:

From: John Anderson <john.anderson@flocksafety.com
To: "Mark"

Cc:

Bcc:

Importance: Normal

Subject: Re: Flock Safety product launce

Attachments image001.jpg ,image002.jpg , ALPR Policy - Alameda.pdf
: ,ALPR Policy - NCRIC.docx , ALPR Policy - Contra Costa
Sheriff.pdf , ALPR Policy - Vallejo.pdf

Hey Mark, does your agency have an ALPR policy in place? | just searched for it and all | found
was where your agency links to NCRIC here, but I'm pretty sure that's actually an old version:

https://www.ci.benicia.ca.us/index.asp?SEC=FD73A951-078E-47F4-9A5B-
5F9AFCODO03F&DE=A5F33963-D0DD-4554-AD23-5577643F10E9

I'd imagine that Benicia is going to come up against similar resistance as Vallejo, so | think it
might be a good idea to take this as an opportunity to establish your own policy (disclaimer: I'm
not a legal expert, | just work with a lot of agencies and in my experience, | think this is an
important step).

Vallejo's turned out great so I've attached it along with a couple of others that I like (I plan on
going through each of these and highlighting the aspects that | like, but | haven't gotten around
to it...ALPR policies is coming up more and more frequently so | may make this a priority).

What do you think? I'd be happy to jump on a call with you and your team to discuss.
Thanks,
John

John Anderson

Territory Manager, Northern California
Flock Safety
408.652.8530 | john.anderson@flocksafety.com

L=



https://sales.flocksafety.com/t/102869/c/b394ea74-4702-414a-a54d-5c3ee77545fb/NB2HI4DTHIXS653XO4XGG2JOMJSW42LDNFQS4Y3BFZ2XGL3JNZSGK6BOMFZXAP2TIVBT2RSEG4ZUCOJVGEWTANZYIUWTIN2GGQWTSQJVIIWTKRRZIFDEGMCEGAYDGRRGIRCT2QJVIYZTGOJWGMWUIMCEIQWTINJVGQWUCRBSGMWTKNJXG43DIM2GGEYEKOI=/www-ci-benicia-ca-us-index-asp
https://sales.flocksafety.com/t/102869/c/b394ea74-4702-414a-a54d-5c3ee77545fb/NB2HI4DTHIXS653XO4XGG2JOMJSW42LDNFQS4Y3BFZ2XGL3JNZSGK6BOMFZXAP2TIVBT2RSEG4ZUCOJVGEWTANZYIUWTIN2GGQWTSQJVIIWTKRRZIFDEGMCEGAYDGRRGIRCT2QJVIYZTGOJWGMWUIMCEIQWTINJVGQWUCRBSGMWTKNJXG43DIM2GGEYEKOI=/www-ci-benicia-ca-us-index-asp
mailto:john.anderson@flocksafety.com

On Mon, Feb 15, 2021 at 4:07 PM Mark Menesini <MMenesini@ci.benicia.ca.us> wrote:

Yes | have some time available. I'll register for the webinar.

From: John Anderson <john.anderson@flocksafety.com>
Sent: Monday, February 15, 2021 4:06 PM

To: Mark Menesini <MMenesini@ci.benicia.ca.us>
Subject: Flock Safety product launce

Lt. Menesini, just following up on my last email. We're going to be giving agencies a taste of
some of the new LPR tech that's about to be coming out of our pipeline so | wanted to invite
you.

Any interested in attending?

It's on Wednesday at 10:00 AM.

Click here to register: Flock Safety’s "Flock in 3D" Release webinar

Thanks,

John

John Anderson
Territory Manager, Northern California
Flock Safety

408.652.8530 | john.anderson@flocksafety.com



mailto:MMenesini@ci.benicia.ca.us
mailto:john.anderson@flocksafety.com
mailto:MMenesini@ci.benicia.ca.us
https://sales.flocksafety.com/t/102869/c/e45e1b22-e568-4aad-b9fd-48645ef912f8/NB2HI4DTHIXS65LTGAZHOZLCFZ5G633NFZ2XGL3XMVRGS3TBOIXXEZLHNFZXIZLSF5LU4X3ZM55HQT2POJUVI53RMNDEIWCPJA2DQ4ZNM4======/us02web-zoom-us-webinar-register-wn_ygzxooritwqcfdxoh48s-g
mailto:john.anderson@flocksafety.com













Alameda Police Department
462 Alameda Police Department Policy Manual

Automated License Plate Readers (ALPRS)

462.1 PURPOSE AND SCOPE

The purpose of this policy is to establish guidelines for officers utilizing the Automated License
Plate Reader (ALPR) system. This policy will further establish guidelines for the deployment and
actions permissible when using the system. The policy shall remain in effect until it is superseded,
amended, or withdrawn.

() An ALPR system is a computer-based system that utilizes special cameras to capture license
plate information. The ALPR system captures an infrared image of a license plate and converts
it to a text file using Optical Character Recognition ("OCR") technology. The text is compared to
various hot lists generated by local, state, and federal law enforcement agencies, including the
National Crime Information Center ("NCIC"), and generates an alert when there is a hit. The ALPR
system identifies license plates and will not identify the person operating the motor vehicle. The
Department may, as a separate step and for legitimate law enforcement purposes per the Federal
Driver’s Privacy Protection Act, and as set forth in this Policy, undertake to identify the owner of
a vehicle in the event the ALPR system generates an alert, such as by running the license plate
number through the State of California Department of Motor Vehicle (DMV) database.

(b) It shall be the policy of this Agency that all Department members abide by the policy and
its procedures set forth when using the ALPR system, thereby increasing the efficiency and
effectiveness of its public safety efforts in a manner that safeguards the privacy concerns
of law abiding citizens.

(c) The ALPR system shall be restricted to legitimate law enforcement uses for the purpose of
furthering legitimate law enforcement goals and enhancing public safety. Such uses and goals
include, but are not limited to, providing information to officers that will assist in on-going criminal
investigations, crime prevention, crime detection, the apprehension of wanted persons, ensuring
the safety of vulnerable individuals through the recovery of missing and endangered persons, and
improving the quality of life in our community through the identification and removal of stolen or
unregistered motor vehicles.

(d) The Department shall utilize hot lists which further the above specified goals of the ALPR
system, where there is a legitimate and specific law enforcement reason for identifying a vehicle
associated with an outstanding arrest warrant, vehicles related to missing persons investigations,
vehicles associated with AMBER Alerts, stolen vehicles, vehicles that are reasonably believed
to be involved in the commission of a crime, vehicles which are registered to or are reasonably
believed to be operated by persons who do not have a valid operator's license or who are on the
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Alameda Police Department

Alameda Police Department Policy Manual

Automated License Plate Readers (ALPRS)

revoked or suspended list, vehicles with expired registrations, vehicles registered to persons who
are subject to a restraining order issued by a court or by the Parole Board, or who are subject to
any other duly issued order restricting their movements, vehicles registered to persons wanted by
a law enforcement agency who are of interest in a specific investigation, or vehicles registered to
persons who are on any watch list issued by a State or Federal agency responsible for homeland
security when information has been received concerning a specific individual.

462.2 DEFINITIONS
ALPR — Automated License Plate Recognition System, or Automated License Plate Reader

ALPR System — The system in its entirety, including all ALPR cameras, software, and collected
data

Alert — An audible and/or visual signal activated upon the read of a license plate by the ALPR
system that has NOT BEEN VISUALLY VERIFIED by the officer against the photo in the ALPR
system.

Tentative Hit — An alert by the ALPR system that HAS BEEN VISUALLY VERIFIED by the officer
against the ALPR hotlist and photo but HAS NOT BEEN VALIDATED by the officer or dispatch
as a live query transaction OR CONFIRMED AS VALID with the original entering agency.

Live Query Transaction — A hit by the ALPR system that HAS BEEN VALIDATED as active but
HAS NOT BEEN CONFIRMED as valid by the entering agency.

Confirmation (Confirmed Hit) — A hit by the ALPR system that HAS BEEN CONFIRMED as valid
and active by the original entering agency through secondary check.

Hotlist — Data files extracted from law enforcement databases which contain listings of stolen
license plates, stolen vehicles, wanted persons, and other vehicles/persons actively being sought
by a law enforcement agency such as Amber/Silver Alert vehicles/persons. These data extracts
are generally facilitated numerous times per day in an effort to provide current data.

462.3 PROCEDURES
(@ Management

The Alameda Police Department, by and through the Chief of Police, is solely responsible for
the day-to-day operation and management of the ALPR system and for all tasks ancillary to its
operation and management. The Chief of Police shall assigh Department personnel to operate
and manage the ALPR system on a day-to-day basis.

The Chief of Police, through his or her designee, shall ensure that the ALPR system is operated in
conformity with this Policy and other Department policies, procedures, rules and regulations. The
Chief shall enforce this Policy and shall act as the Department Head for all disciplinary and
enforcement actions for any violations by Department personnel.

(b) Operations
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Alameda Police Department Policy Manual

Automated License Plate Readers (ALPRS)

1. Installation and Functioning. ALPR cameras may be mounted on a marked cruiser or unmarked
vehicle. ALPR equipment will passively read the license plates of moving or parked motor vehicles
using ALPR optical character recognition technology and compare them against various hot
lists uploaded or created by the Alameda Police Department. Scanned data files collected by
the system will, on an ongoing basis, be automatically uploaded from the ALPR camera to the
Department's ALPR database.

2. Hot Lists. Designation of hot lists to be utilized by the ALPR system shall be made by the Chief
or his/her designee. Hot lists shall be obtained or compiled from sources as may be consistent
with the purposes of the ALPR system set forth in this Policy. These sources may include:

NCIC Stolen Vehicle files, as available;

NCIC Stolen plates and Stolen Canadian plates, as available;

NCIC Wanted persons, as available;

NCIC Missing or Endangered person files, as available;

NCIC Supervised Release (Federal Probationers), as available;
NCIC Nationwide Domestic Violence Protection Orders, as available;
NCIC Violent Gang and Terrorist Organization File, as available;
NCIC Sexual Offender;

DMV Records of Suspended/Revoked Registrations.

3. Training. No member of this Department shall operate ALPR equipment or access ALPR
data without first completing Department-approved training.

4. Login/Log-Out Procedure. To ensure proper operation and facilitate oversight of the ALPR
system, all users will be required to have individual credentials for access and use of the systems
and/or data. A routine check to ensure the equipment is working properly should be done at the
beginning of each shift by the user logging into the system.

5. Auditing and Oversight. To ensure proper oversight into the use of the system and adherence
to this policy, all activities (plate detections, queries, reports, etc.) are automatically recorded
by the system for auditing purposes. System audits shall be conducted by the Inspectional
Services Section supervisor at least every six months during the first two years subsequent to
implementation and no less than annually thereafter. The audit report shall include an explanation
regarding any data retained longer than six months (e.g. data retained as evidence in a criminal
case).

6. Permitted/Impermissible Uses. The ALPR system, and all data collected, is the property of the
Alameda Police Department. Department personnel may only access and use the ALPR system
for official and legitimate law enforcement purposes consistent with this Policy.

The following uses of the ALPR system are specifically prohibited:
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a. Invasion of Privacy: Except when done pursuant to a court order such as a search warrant, it
is a violation of this Policy to utilize the ALPR to record license plates except those of vehicles that
are exposed to public view (e.g., vehicles on a public road or street, or that are on private property
but whose license plate(s) are visible from a public road, street, or a place to which members of
the public have access, such as the parking lot of a shop or other business establishment).

b. Harassment or Intimidation: It is a violation of this Policy to use the ALPR system to harass
and/or intimidate any individual or group.

c. Personal Use: It is a violation of this Policy to use the ALPR system or associated scan files
or hot lists for any personal purpose.

Anyone who engages in an impermissible use of the ALPR system or associated scan files or
hot lists may be subject to:

criminal prosecution,
civil liability, and/or

administrative sanctions, up to and including termination, pursuant to and consistent with
the relevant collective bargaining agreements and Department policies.

7. Required Steps Preliminary to Police Action. Hot lists utilized by the Department's ALPR
system may be updated by agency sources more frequently than the Department may be
uploading them, and the Department's ALPR system will not have access to real time data. Further,
there may be errors in the ALPR's read of a license plate. Therefore, an alert alone shall not be
a basis for police action (other than following the vehicle of interest). Prior to initiation of a stop
of a vehicle or other intervention based on an alert, an officer shall undertake the following:

a. Verification of current status on hot list. An officer must receive confirmation, from someone
or some system within the Department that the license plate is still stolen, wanted, or otherwise
of interest before proceeding.

b. Visual verification of license plate number. Officers shall visually verify that the license plate
on the vehicle of interest matches identically with the image of the license plate humber captured
(read) by the ALPR, including both the alphanumeric characters of the license plate and the state
of issue, before proceeding with a traffic stop.

8. Use in Connection With Serious Crimes/Incidents. Use of the ALPR should be considered
to conduct license plate canvasses in the immediate wake of any homicide, shooting, robbery,
kidnapping, sexual assault or AMBER ALERT, or other major crime or incident.

(c) Database Access and Privacy Concerns

1. The ALPR system database and software resides in a data center featuring full redundancy and
access controls. The data remains property of the Alameda Police Department, and is managed
according to this Policy.

2. The ALPR system is governed by the Permitted/Impermissible Uses as outlined in this Policy.
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3. The ALPR data contains no Personally Identifiable Information (PII) that may be used to connect
license plate detection to an individual. It is only with permissible purpose that an investigator may
make this connection (using other systems) and this access is already governed by the Federal
Driver’s Privacy Protection Act (DPPA).

4. Allinvestigative queries into collected ALPR data are logged by user and available for auditing
and review by the Department as outlined in this Policy.

(d) Data Retention

All data and images gathered by an ALPR are for the official use of the Alameda Police Department
and because such data may contain confidential CLETS information, it is not open to public
review. ALPR information gathered and retained by this Department may be used and shared with
prosecutors or others only as permitted by law. All ALPR data downloaded to the server will be
stored for a period of six months, and thereafter shall be purged unless it has become, or it is
reasonable to believe it will become, evidence in a criminal or civil action or is subject to a lawful
action to produce records. In those circumstances, the applicable data should be downloaded
from the server onto portable media and booked into evidence.
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NCRIC Automated License Plate Reader Policy 



NCRIC MISSION

 

The Northern California Regional Intelligence Center (NCRIC) is a multi-jurisdiction public safety program created to assist local, state, federal, and tribal public safety agencies and critical infrastructure locations with the collection, analysis, and dissemination of criminal threat information. It is the mission of the NCRIC to protect the citizens of the fifteen Bay Area counties within its area of responsibility from the threat of narcotics trafficking, organized crime, as well as international, domestic, and street terrorism-related activities through information sharing and technical operations support to public safety personnel.





AUTOMATED LICENSE PLATE READER (ALPR) TECHNOLOGY OVERVIEW

 

To support authorized law enforcement and public safety purposes of local, state, federal, and tribal public safety agencies, the NCRIC utilizes Automated License Plate Reader (ALPR) technology, and supporting software, to gather and analyze ALPR data, to enable the rapid identification and location of vehicles of legitimate interest to law enforcement.  ALPR devices are attached to law enforcement vehicles or deployed at fixed locations, where they collect license plate information from vehicles on public roadways and public property. 



In one common use of ALPR technology, license plate encounters are compared against law enforcement “hotlists” – lists of vehicles associated with active investigations, for example, related to Amber Alerts or other missing children, stolen vehicles, or stolen license plates. 



The information is also retained in secure systems for a fixed period, though it is only re-accessible by law enforcement for predicate-based querying for potential matches against the parameters specific to a legitimate law enforcement purpose. All such queries are recorded and subject to audit.

 



PURPOSE



This NCRIC Automated License Plate Reader Policy (ALPR Policy) defines a minimum set of binding guidelines to govern the use of Automated License Plate Reader Data (ALPR Data), in order to enable the collection and use of such data in a manner consistent with respect for individuals’ privacy and civil liberties.



The NCRIC also completed a NCRIC ALPR Privacy Impact Assessment (PIA) to address in further detail common privacy and civil liberties concerns regarding Automated License Plate Reader technology. The current version of this document is available on the NCRIC web site www.ncric.org.

 





AUTHORIZED USE OF ALPR DATA

 

To support the mission of the NCRIC, law enforcement personnel with a need and right to know will utilize ALPR technology to:



· Locate stolen, wanted, and subject of investigation vehicles;

· Locate and apprehend individuals subject to arrest warrants or otherwise lawfully sought by law enforcement;

· Locate witnesses and victims of violent crime;

· Locate missing children and elderly individuals, including responding to Amber and Silver Alerts;

· Support local, state, federal, and tribal public safety departments in the identification of vehicles associated with targets of criminal investigations, including investigations of serial crimes;

· Protect participants at special events; and

· Protect critical infrastructure sites.



In gathering, sharing, and storing information the NCRIC complies with all applicable laws, rules, and regulations, including but not limited to, to the extent applicable, the California Values Act (Government Code Section 7284 et seq.). The NCRIC will, consistent with Section 7284.8 (b) work to ensure that databases are governed in a manner that limits the availability of information therein to the fullest extent practicable and consistent with federal and state law, to anyone or any entity for the sole purpose of immigration enforcement.





RESTRICTIONS ON COLLECTION OF ALPR DATA AND OPERATION OF ALPR DEVICES



NCRIC ALPR devices may be used to collect data that is within public view, but may not be used for the sole purpose of monitoring individual activities protected by the First Amendment to the United States Constitution.  



ALPR device operators may not contact occupants of stolen, wanted, or subject-of-investigation vehicles unless the ALPR operators are sworn law enforcement officers. ALPR operators must rely on their agency’s rules and regulations regarding equipment, protection, self-identification, and use of force when stopping vehicles or making contact.



ALPR operators must recognize that the data collected from the ALPR device, and the content of referenced hotlists, consists of data that may or may not be accurate, despite ongoing efforts to maximize the currency and accuracy of such data. To the greatest extent possible, vehicle and subject information will be verified from separate law enforcement information sources to confirm the vehicle or subject’s identity and justification for contact. Users of ALPR Data must, to the fullest extent possible, visually confirm the plate characters generated by the ALPR readers correspond with the digital image of the license plate in question.



All users of NCRIC ALPR equipment or accessing NCRIC ALPR Data are required to acknowledge that they have read and understood the NCRIC ALPR Policy prior to use of the ALPR System. 



In no case shall the NCRIC ALPR system be used for any purpose other than a legitimate law enforcement or public safety purpose. 





TRAINING



Only persons trained in the use of the NCRIC ALPR system, including its privacy and civil liberties protections, shall be allowed access to NCRIC ALPR Data.  Training content shall consist of:


· Legal authorities, developments, and issues involving the use of ALPR Data and technology

· Current NCRIC Policy regarding appropriate use of NCRIC ALPR systems;

· Evolution of ALPR and related technologies, including new capabilities and associated risks; 

· Technical, physical, administrative, and procedural measures to protect the security of ALPR Data against unauthorized access or use; and

· Practical exercises in the use of the NCRIC ALPR system



Training shall be updated as technological, legal, and other changes that affect the use of the NCRIC ALPR system occur. In no case shall a person utilize the NCRIC ALPR system if he/she has not completed training in more than a year.





AUDIT



Access to, and use of, ALPR Data is logged for audit purposes. Audit reports will be structured in a format that is understandable and useful and will contain, at a minimum the:



· name of the law enforcement user;

· agency employing the user;

· date and time of access;

· license plate queried, regardless of any discovered matching results; and

· valid case number associated with the investigative effort generating the ALPR data query.



Audit reports will be provided quarterly and on request to supervisory personnel at the NCRIC and partner agencies.



In addition, no less frequently than every 12 months, the NCRIC will audit a sampling of ALPR system utilization from the prior 12 month period to verify proper use in accordance with the above authorized uses. Any discovered intentional misconduct will lead to further investigation, termination of system access, and notification of the user’s parent agency for appropriate recourse.  In addition, the auditing data will be used to identify systemic issues, inadvertent misuse, and requirements for policy changes, training enhancements, or additional oversight mechanisms.

	

These ALPR audits shall be conducted by a senior NCRIC official other than the person assigned to manage the NCRIC ALPR function. Audit results shall then be reported to the Director of the NCRIC.




DATA QUALITY AND ACCURACY

The NCRIC will take reasonable measures to ensure the accuracy of ALPR Data collected by NCRIC ALPR units and partner agency ALPR systems. Users of ALPR Data must acknowledge the possibility of inaccurate optical character recognition of the license plate characters by the technology, also known as a “misread”, and should visually confirm the interpreted characters against the photography.   

As the downstream custodian of “hotlists”, the NCRIC will provide the most recent versions of these lists available and ensure the lists are refreshed from state or federal sources every 24 hours. Users of hotlists must acknowledge the possibility of hotlist inaccuracy, such as when a stolen vehicle is recovered but not timely cleared from the hotlist. Operators must confirm justification for any enforcement action from an additional source outside the ALPR system. 

The NCRIC also acknowledges that, in rare instances ALPR units may inadvertently capture information contrary to the collection guidelines set forth in this policy.  Such records will be purged upon identification. 

Any discovered notable increase or unacceptable frequency of the above errors from specific ALPR units or agencies will be followed up with for equipment repairs, camera realignment, or personnel training as necessary.    



PHYSICAL AND ELECTRONIC SECURITY OF ALPR DATA:



Data collected by ALPR systems is stored in a secured law enforcement facility with multiple layers of physical security and 24/7 security protections. Physical access is limited to law enforcement staff in good standing who have completed background investigations and possess an active security clearance at the “SECRET” or higher level. 



NCRIC will utilize strong multi-factor authentication, encrypted communications, firewalls, and other reasonable physical, technological, administrative, procedural, and personnel security measures to mitigate the risks of unauthorized access to the system.




RETENTION OF ALPR DATA:



ALPR Data collected by NCRIC ALPR units or shared from partner agencies’ ALPR units shall be retained for a period of 365 days, or a lesser retention if specified by the agency who is custodian of the record. Once the retention period has expired, the record will be purged entirely from all active and backup systems. Any ALPR records exported out the system, prior to expiration, are presumed to be linked to an active investigation and subject to the retention rules of that investigation.  





CUSTODIAN OF RECORDS AND RECORDS REQUESTS



Each agency sharing data retains control and ownership as the official custodian of its records, and must independently verify all information obtained via the NCRIC. To the extent permitted by law, requests for information under the California Public Records Act or Freedom of Information Act or similar applicable laws will be directed back to the owner of the requested data.





SYSTEM MANAGEMENT AND ACCOUNTABILITY



The NCRIC shall assign a senior officer who will have responsibility, and be accountable, for managing the ALPR Data collected and ensuring that the privacy and civil liberties protection and other provisions of this ALPR Policy are carried out.  This individual shall also be responsible for managing a process for maintaining the most current and accurate hotlists available from NCRIC law enforcement sources.  This individual shall also have the responsibility for the security of the hotlist information and any ALPR Data which is maintained by the NCRIC.  It remains, however, the personal responsibility of all officers with access to ALPR Data to take reasonable measures to protect the privacy and civil liberties of individuals, as well as the security and confidentiality of ALPR Data.




COMMERCIALLY CREATED ALPR DATA



Except as explicitly authorized with regard to critical infrastructure, the NCRIC will not share NCRIC or partner agency ALPR Data with commercial or other private entities or individuals. 







DISSEMINATION 

  

The NCRIC may disseminate ALPR data to any governmental entity with an authorized law enforcement or public safety purpose for access to such data.  The NCRIC assumes no responsibility or liability for the acts or omissions of other agencies in making use of the ALPR data properly disseminated. Though the NCRIC will make every reasonable effort to ensure the quality of shared ALPR Data and hotlists, it cannot make absolute guarantees of the accuracy of information provided. 



ALPR Information may be disseminated to owners and operators of critical infrastructure in circumstances where such infrastructure is reasonably believed to be the target of surveillance for the purpose of a terrorist attack or other criminal activity. In these situations, the NCRIC also will make notification to appropriate local, state, and federal law enforcement agencies. 



Information collected by the ALPR system shall not be disseminated to private parties, other than critical infrastructure owners or operators, as limited above, unless authorized, in writing, by the Director of the NCRIC or his designee. ALPR information shall not be disseminated for personal gain or for any other non-law enforcement purposes.



[bookmark: _GoBack]

POLICY REVISIONS

NCRIC ALPR Policies will be reviewed, and updated as necessary, no less frequently than every 12 months, or more frequently based on changes in data sources, technology, data use and/or sharing agreements, and other relevant considerations. 

The most current version of the ALPR Policy may be obtained from the NCRIC website at http://www.ncric.org/
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CHAPTER: SUBJECT:

Equipment and Property Management Automated License Plate Reader (ALPR) Devices

I POLICY.

A.

It is the policy of the Sheriff to enhance patrol and investigatory capabilities by
utilizing the latest technologies for crime prevention and the apprehension of
criminals, while being cognizant of legitimate privacy concerns of law abiding
citizens. By deploying Automated License Plate Readers (ALPRs), members of
the Sheriff's Office can utilize this technology to scan, detect, and identify license
plate numbers which appear on various "Hot Lists."

II. GENERAL.

A.

The use of ALPR devices enhances productivity, effectiveness, and officer safety
by alerting officers to the presence of vehicles that appear on the "Hot List."
ALPR Devices are typically used to identify stolen vehicles, wanted vehicles,
stolen license plates, missing persons, and persons of interest. ALPR devices can
also be used to gather information related to active warrants, homeland security,
electronic surveillance, suspect interdiction, and the recovery of stolen property.
Authorized ALPR devices may be deployed as mobile units, as fixed units, or as
hand-held devices. ALPR equipment may be operated by employees and
qualified volunteers, who have been trained in its operation. ALPR data will be
safeguarded and used for official business only.

III. DEFINITIONS

A.

B.

ALERT. A visual and/or auditory notice that is triggered when the ALPR system
receives a potential "Hit" on a license plate.

AUTOMATED LICENSE PLATE READER (ALPR). A device that uses
cameras and computer technology to compare digital images to lists of known
plates of interest.

HOT LIST. License plates associated with vehicles of interest from an associated
database, including but not limited to NCIC, CLETS, JAWS, BOLOs, etc. These
lists serve an officer safety and investigatory purpose. The list provides a source
for creating an alert when a specific license plate number is "read" by the ALPR
device.

HIT. A read matched to a plate that has previously been registered to an agency
"Hot List" of vehicle plates related to stolen vehicles, wanted vehicles, or other






factors supporting investigation, or which has been manually registered by a user
for further investigation.

Iv. PROCEDURE

A. ALPR PROGRAM MANAGEMENT.

1.

Management of the serviceability and deployment of ALPR equipment is
the responsibility of the Patrol Division Commander. The Patrol Division
Commander is responsible for:

a. Identifying and training personnel in the operation of ALPR
equipment.
b. Identifying and training personnel in the function and proper

alignment of ALPR equipment.

c. Assist Fleet Services with coordinating necessary system repairs,
hardware, or software, with authorized sources.

Management of ALPR data and the publishing of a daily "Hot List" to
the ALPR devices are the responsibility of the Technical Services
Division Commander. The Technical Services Division Commander is
responsible for:

a. Establishing protocols for access, collection, storage and
retention of ALPR data and associated media files.

b. Establishing protocols to preserve ALPR reads and data for
conducting criminal prosecutions.

c. Establishing protocols and procedures to ensure the safety and
security of the ALPR data that is collected and retained.

d. Establishing a procedure for documenting the successful use of
ALPR devices in supporting law enforcement operations.

Management of ALPR training and record keeping from this training is
the responsibility of the Training Division Commander. The Training
Division Commander is responsible for:

a. Developing a course of instruction on the operation and
functions of ALPR devices. This course will include a review of
this policy, the operation of the ALPR devices, the legal
concerns regarding the operation of ALPR devices.

B. ALPR DEPLOYMENT.

Only trained employees and volunteers will deploy ALPR devices.

Only ALPR devices authorized by the Technical Services Division will
be used by employees and volunteers to collect ALPR data.

ALPR devices will only be used to scan license plates of vehicles that are
in places that are within public view.

ALPR devices may be used during normal patrol operations or while
conducting criminal investigations. Reasonable suspicion or probable
cause is not required to utilize the equipment.





ALPR devices should be considered to canvass the surrounding area of a
serious incident or a terrorist incident to collect the license plate numbers
of vehicles in the area.

ALPR devices may be deployed as part of a mutual aid request when
approved by the Station Commander or the Watch Commander.

ALPR DEVICE INSPECTION / MAINTENANCE.

1.

Prior to deployment, ALPR cameras will be inspected by the operator for
damage and serviceability. Damage to cameras or other ALPR
equipment will immediately be reported to a supervisor.

Prior to deployment, operators will ensure that the ALPR device is
uploaded with the current "Hot List."

Vehicles equipped with ALPR devices will only be washed using
brushless or hand-washing techniques. Taking the vehicle through a
standard brush-equipped car wash may damage the ALPR cameras.

Only personnel who have been properly trained will perform adjustments
to the alignment of ALPR devices.

Maintenance of ALPR devices will be coordinated through the Patrol
Division Commander or his/her designee.

ALPR ALERTS / HITS

1.

Once an Alert is received, the operator should confirm that the observed
license plate matches the license plate of the observed vehicle.

Before any law enforcement action is taken as a result of an ALPR
Alert, the Alert will be verified through a CLETS inquiry via MDC
or through Dispatch. Employees will not take any police action that
restricts the freedom of any individual based solely on an ALPR
Alert, unless it is validated.

Because the ALPR Alert may relate to a vehicle and may not relate to the
person operating the vehicle, officers are reminded that they need to have
probable cause to make an enforcement stop of any vehicle. (For
example, if a vehicle is entered into the system because of its association
with a wanted individual, Officers should attempt to visually match the
driver to the description of the wanted subject prior to making the stop,
or should have another legal basis for making the stop.)

ALPR DATA MANAGEMENT / STORAGE.

1.

All personnel are responsible for the security of ALPR data and may
only access, use, release, and/or disseminate Hot List and file data for
official and legitimate law enforcement purposes. Employees will
safeguard ALPR data obtained from other law enforcement agencies and
sources in the same manner.

ALPR data, when combined with Personal Identifying Information (PII)
becomes intelligence data that must be provided additional safeguards.
ALPR data will be stored separately from PII Data. These data sources
may be combined when conducting analysis, but will not be stored on the





same drive as raw ALPR data. When ALPR and PII data are combined,
they will be treated in accordance with current law.

ALPR data may be shared with other law enforcement agencies through
the ARIES program, which is responsible for establishing safeguards
regarding the contributed data.

ALPR data will be consolidated to a central storage device from field
units. ALPR data will not be stored in field units nor on mobile
collection devices for more than twenty-four hours. ALPR data will be
shared with allied law enforcement agencies through the ARIES
program.

ALPR data will be stored by the Office of the Sheriff for a period of one
year. ALPR data that is stored will include photos and all data elements
transmitted by the ALPR device. Data retention time periods may be
shortened to meet data storage capabilities upon the direction of the
Commander of the Technical Services Division.

Audits for the access of ALPR data will be conducted by the Technical
Services Division. Employees who utilize ALPR data for non-official
business will be subject to discipline under the County’s Personnel
Management Regulations.

In addition to administrative discipline, employees who misuse or
unlawfully release ALPR data may be subject to civil, criminal and
disciplinary action.

ALPR TRAINING.

1.

ALPR operator training will be offered to both employees and
volunteers.

ALPR training will follow the recommended training outline of the
equipment vendor and will include:

a Training on current ALPR case law.
b. This policy.

c. Understanding the privacy concerns surrounding ALPR.
d. Setup and maintenance procedures.

e. Proper use guidelines.

Training courses and scheduling will be implemented by the Patrol
Division in consultation with Technical Services.

Annual ALPR system training will be conducted via Six Minute Line Up
training.






Policy

426
Automated License Plate Readers (ALPRS)

426.1 PURPOSE AND SCOPE
The purpose of this policy is to provide guidance for the capture, storage, and use of digital data
obtained through the use of Automated License Plate Reader (ALPR) technology.

426.2 DEFINITIONS

(a) Automated License Plate Reader (ALPR): A device that uses cameras and computer
technology to compare digital images to lists of known information of interest.

(b) ALPR Operator: Trained Department members who may utilize ALPR
system/equipment. ALPR operators may be assigned to any position within the
Department, and the ALPR Administrator may order the deployment of the ALPR
systems for use in various efforts.

(c) ALPR Administrator: The Investigations Bureau Captain or the Chief's designee,
serves as the ALPR Administrator for the Department.

(d) Hot List: A list of license plates associated with vehicles of interest compiled from one
or more databases including, but not limited to, NCIC, CA DMV, Local BOLO's, etc.

(e) Vehicles of Interest: Including, but not limited to vehicles which are reported as
stolen; display stolen license plates or tags; vehicles linked to missing and/or wanted
persons and vehicles flagged by the Department of Motor Vehicle Administration or law
enforcement agencies.

(f) Detection: Data obtained by an ALPR of an image (such as a license plate) within
public view that was read by the device, including potential images (such as the plate
and description of vehicle on which it was displayed), and information regarding the
location of the ALPR system at the time of the ALPR's read.

(g) Hit: Alert from the ALPR system that a scanned license plate number may be in the
National Crime Information Center (NCIC) or other law enforcement database for a
specific reason including, but not limited to, being related to a stolen car, wanted
person, missing person, domestic violation protective order or terrorist-related activity.

426.3 ADMINISTRATION

The ALPR technology, also known as License Plate Recognition (LPR), allows for the automated
detection of license plates along with the vehicle make, model, color and unique identifiers
through the Vallejo Police Department’'s ALPR’s system and the vendor’s vehicle identification
technology. The technology is used by the Vallejo Police Department to convert data associated
with vehicle license plates and vehicle descriptions for official law enforcement purposes,
including identifying stolen or wanted vehicles, stolen license plates and missing persons. It may
also be used to gather information related to active warrants, homeland security, electronic
surveillance, suspect interdiction and stolen property recovery.





All installation and maintenance of ALPR equipment, as well as ALPR data retention and access,
shall be managed by the Department Information Technology Manager. The Department
Information Technology Manager will assign members under his/her command to administer the
day-to-day operation of the ALPR equipment and data.

426.3.1 ALPR ADMINISTRATOR

The Investigations Bureau Captain shall be responsible for compliance with the requirements of
Civil Code 8§ 1798.90.5 et seq. This includes, but is not limited to (Civil Code § 1798.90.51; Civil
Code 8§ 1798.90.53):

(a) Only properly trained sworn officers, crime analysts, and police assistants are allowed
access to the ALPR system or to collect ALPR information.

(b) Ensuring that training requirements are completed for authorized users.

(c) ALPR system monitoring to ensure the security of the information and compliance with
applicable privacy laws.

(d) Ensuring that procedures are followed for system operators and to maintain records of
access in compliance with Civil Code § 1798.90.52.

(e) The title and name of the current designee in overseeing the ALPR operation is
maintained. Continually working with the Custodian of Records on the retention and
destruction of ALPR data.

(f) Ensuring this policy and related procedures are conspicuously posted on the
department’s website.

426.4 OPERATIONS

Use of an ALPR is restricted to the purposes outlined below. Department members shall not use,
or allow others to use the equipment or database records for any unauthorized purpose (Civil
Code § 1798.90.51; Civil Code § 1798.90.53).

(a) An ALPR shall only be used for official law enforcement business.

(b) An ALPR may be used in conjunction with any routine patrol operation or criminal
investigation; reasonable suspicion or probable cause is not required before using an
ALPR.

(c) Partial license plates and unique vehicle descriptions reported during major crimes should
be entered into the ALPR system in an attempt to identify suspect vehicles.

(d) No member of this department shall operate ALPR equipment or access ALPR data
without first completing department-approved training.

(e) If practicable, the officer should verify an ALPR response through the California Law
Enforcement Telecommunications System (CLETS) before taking enforcement action that
is based solely on an ALPR alert. Once an alert is received, the operator should confirm





(f)

that the observed license plate from the system matches the license plate of the observed
vehicle. Before any law enforcement action is taken because of an ALPR alert, the alert
will be verified through a CLETS inquiry via MDC or through Dispatch. Members will not
take any police action that restricts the freedom of any individual based solely on an ALPR
alert unless it has been validated. Because the ALPR alert may relate to a vehicle and
may not relate to the person operating the vehicle, officers are reminded that they need to
have reasonable suspicion and/or probable cause to make an enforcement stop of any
vehicle. (For example, if a vehicle is entered into the system because of its association
with a wanted individual, Officers should attempt to visually match the driver to the
description of the wanted subject prior to making the stop or should have another legal
basis for making the stop.)

Hot Lists. Designation of hot lists to be utilized by the ALPR system shall be made by the
ALPR Administrator or his/her designee. Hot lists shall be obtained or compiled from
sources as may be consistent with the purposes of the ALPR system set forth in this
Policy. Hot lists utilized by the Department's LPR system may be updated by agency
sources more frequently than the Department may be uploading them and thus the
Department's LPR system will not have access to real time data. Occasionally, there
may be errors in the LPR system’s read of a license plate. Therefore, an alert alone shall
not be a basis for police action (other than following the vehicle of interest). Prior to
initiation of a stop of a vehicle or other intervention based on an alert, Department
members shall undertake the following:

(1) Verification of status on a Hot List. An officer must receive confirmation, from
a Vallejo Police Department Communications Dispatcher or other department
computer device, that the license plate is still stolen, wanted, or otherwise of
interest before proceeding (absent exigent circumstances).

(2) Visual verification of license plate number. Officers shall visually verify that
the license plate of interest matches identically with the image of the license plate
number captured (read) by the LPR, including both the alphanumeric characters
of the license plate, state of issue, and vehicle descriptors before proceeding.
Department members alerted to the fact that an observed motor vehicle's license
plate is entered as a Hot Plate (hit) in a specific BOLO (be on the lookout) list are
required to make a reasonable effort to confirm that a wanted person is actually in
the vehicle and/or that a reasonable basis exists before a Department member
would have a lawful basis to stop the vehicle.

(3) Department members will clear all stops from hot list alerts by indicating the
positive ALPR Hit, i.e., with an arrest or other enforcement action. If it is not obvious
in the text of the call as to the correlation of the ALPR Hit and the arrest, then the
Department member shall update with the Communications Dispatcher and
original person and/or a crime analyst inputting the vehicle in the hot list (hit).

(4) General Hot Lists (SVS, SFR, and SLR) will be automatically downloaded into
the ALPR system a minimum of once a day with the most current data overwriting
the old data.

(5) All entries and updates of specific Hot Lists within the ALPR system will be
documented by the requesting Department member within the appropriate general
offense report. As such, specific Hot Lists shall be approved by the ALPR





Administrator (or his/her designee) before initial entry within the ALPR system. The
updating of such a list within the ALPR system shall thereafter be accomplished
pursuant to the approval of the Department member's immediate supervisor. The
hits from these data sources should be viewed as informational; created solely to
bring the officers attention to specific vehicles that have been associated with
criminal activity.

All Hot Plates and suspect information entered into the ALPR system will contain
the following information as a minimum:

o Entering Department member's name
o Related case number.
o Short synopsis describing the nature of the originating call

(g) Training. No member of this Department shall operate ALPR equipment or access
ALPR data without first completing Department-approved training.

(h) Login/Log-Out Procedure. To ensure proper operation and facilitate oversight of the
ALPR system, all users will be required to have individual credentials for access and use
of the systems and/or data, which has the ability to be fully audited.

Permitted/Impermissible Uses. The ALPR system, and all data collected, is the
property of the Vallejo Police Department. Department personnel may only access and
use the ALPR system for official and legitimate law enforcement purposes consistent
with this Policy. The following uses of the ALPR system are specifically prohibited:

(1)

(2)

3)

(4)

(5)

Invasion of Privacy: Except when done pursuant to a court order such as a
search warrant, is a violation of this Policy to utilize the ALPR to record license
plates except those of vehicles that are exposed to public view (e.g., vehicles on
a public road or street, or that are on private property but whose license plate(s)
are visible from a public road, street, or a place to which members of the public
have access, such as the parking lot of a shop or other business establishment).

Harassment or Intimidation: It is a violation of this Policy to use the ALPR system
to harass and/or intimidate any individual or group.

Use Based on a Protected Characteristic. It is a violation of this policy to use

the LPR system or associated scan files or hot lists solely because of a person's,
or group's race, gender, religion, political affiliation, nationality, ethnicity, sexual
orientation, disability, or other classification protected by law.

Personal Use: It is a violation of this Policy to use the ALPR system or
associated scan files or hot lists for any personal purpose.

First Amendment Rights. It is a violation of this policy to use the LPR system or
associated scan files or hot lists for the purpose or known effect of infringing
upon First Amendment rights.





Anyone who engages in an impermissible use of the ALPR system or associated scan
files or hot lists may be subject to:

e criminal prosecution,
civil liability, and/or

e administrative sanctions, up to and including termination, pursuant to and
consistent with the relevant collective bargaining agreements and
Department policies.

426.4 DATA COLLECTION AND RETENTION

The Investigations Bureau Captain is responsible for ensuring systems and processes are in
place for the proper collection and retention of ALPR data. Data will be transferred from vehicles
to the designated storage in accordance with department procedures.

All ALPR data downloaded to the server should be stored for no longer than one year, and in
accordance with the established records retention schedule. Thereafter, ALPR data should be
purged unless it has become, or it is reasonable to believe it will become, evidence in a criminal
or civil action or is subject to a discovery request or other lawful action to produce records. In
those circumstances the applicable data should be downloaded from the server onto portable
media and booked into evidence.

ALPR vendor, Flock Safety will store the data (data hosting) and ensure proper

maintenance and security of data stored in their data towers. Flock Safety will purge their data
at the end of the 30 days of storage. However, this will not preclude VPD from maintaining any
relevant vehicle data obtained from the system after that period pursuant to the established City
of Vallejo retention schedule mentioned above or outlined elsewhere.

Restrictions on use of ALPR Data: Information gathered or collected, and records retained by
Flock Safety cameras or any other VPD ALPR system will not be sold, accessed, or used for
any purpose other than legitimate law enforcement or public safety purposes.

426.5 ACCOUNTABILITY and SAFEGUARDS

All data will be closely safeguarded and protected by both procedural and technological means.
The Vallejo Police Department will observe the following safeguards regarding access to and use
of stored data (Civil Code § 1798.90.51; Civil Code § 1798.90.53):

(@) All non-law enforcement requests for access to stored ALPR data shall be processed
in accordance with applicable law.

(b) All ALPR data downloaded to the mobile workstation shall be accessible only through
a login/password-protected system capable of documenting all access of information
by name, date, and time.

(c) Persons approved to access ALPR data under these guidelines are permitted to
access the data for legitimate law enforcement purposes only, such as when the data
relate to a specific criminal investigation or department-related civil or administrative
action.





(d) Such ALPR data may be released to other authorized and verified law enforcement
officials and agencies for legitimate law enforcement purposes.

(e) Every ALPR Detection Browsing Inquiry must be documented by either the
associated Vallejo Police case number or incident number, and/or a reason for the

inquiry.

For security or data breaches, see the Records Release and Maintenance Policy.
426.6 POLICY

The policy of the Vallejo Police Department is to utilize ALPR technology to capture and store
digital license plate data and images while recognizing the established privacy rights of the public.

All data and images gathered by the ALPR are for the official use of this department. Because
such data may contain confidential information, it is not open to public review.

The Vallejo Police Department does not permit the sharing of ALPR data gathered by the

City or its contractors/subcontractors for purpose of federal immigration enforcement, pursuant
to the California Values Act (Government Code § 7282.5; Government Code § 7284.2 et seq) —
these federal immigration agencies include Immigrations and Customs Enforcement (ICE) and

Customs and Border Patrol (CPB).

462.7 ALPR DATA DETECTION BROWSING AUDITS

It is the responsibility of the Professional Standards Division (PSD) Lieutenant or the Chief’s
designee to ensure that an audit is conducted of ALPR detection browsing inquiries at least
once during each calendar year. The Department will audit a sampling of the ALPR system
utilization from the prior 12-month period to verify proper use in accordance with the above-
authorized uses. The audit shall randomly select at least 10 detection browsing inquiries
conducted by department employees during the preceding six-month period and determine if
each inquiry meets the requirements established in policy section 462.5(e).

The audit shall be documented in the form of an internal department memorandum to the Chief
of Police. The memorandum shall include any data errors found so that such errors can be
corrected. After review by the Chief of Police, the memorandum and any associated
documentation shall be filed and retained by PSD.

426.8 RELEASING ALPR DATA

The ALPR data may be shared only with other law enforcement or prosecutorial agencies for
official law enforcement purposes or as otherwise permitted by law.

(@) The agency makes a written request for the ALPR data that includes:
(1) The name of the agency.

(2) The name of the person requesting.
(3) The intended purpose of obtaining the information.





(b) Therequestis reviewed by the Chief of Police or the authorized designee and approved
before the request is fulfilled.

(c) The Chief of Police or the authorized designee will consider the California Values Act
(Government Code 8 7282.5; Government Code 8§ 7284.2 et seq), before approving the
release of ALPR data. The Vallejo Police Department does not permit the sharing of
ALPR data gathered by the City or its contractors/subcontractors for purpose of federal
immigration enforcement, these federal immigration agencies include Immigrations and
Customs Enforcement (ICE) and Customs and Border Patrol (CPB).

(d) The approved request is retained on file. Requests for ALPR data by non-law
enforcement or non-prosecutorial agencies will be processed as provided in the
Records Maintenance and Release Policy (Civil Code § 1798.90.55).

426.9 TRAINING

The Training Sergeant should ensure that members receive department-approved training for
those authorized to use or access the ALPR system (Civil Code § 1798.90.51; Civil Code §
1798.90.53).





